NHO®OPMALIMOHHASA ITAMATKA

JJIAA OBYUYAIOIIIUXCA

C KaXIbpIM TOJJOM MOJIOJIC’)KU B HUHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIKOJIBHUKHI OJTHUA U3
CaMbIX aKTUBHBIX I0JIb30BaTesien Pynera. Mexay Tem, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOKHOCTEM, HHTEPHET HECET U MpoOJIeMbl. JTa MaMsiTKa JA0JKHA IIOMOYb TeOe
0e30ImacHO HaXOJIUThCS B CETH.

KoMmnbroTepHbie BUPYCHI

KoMmbroTepHbIit BUPYC - 3TO pa3HOBUJIHOCTh KOMIIBIOTEPHBIX MPOTpaMM, OTINYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO. B j0nosHEeHNE K 3TOMY,
BUPYCHI MOT'YT MOBPEIUTH WIH MOTHOCTbIO YHUUTOXHUTH BCe (ailiibl U JaHHBIE,
IOJJKOHTPOJIbHBIE M0JIb30BATENI0, OT UMEHU KOTOPOro ObliIa 3alylieHa 3apaXeHHast
nporpaMma, a Takke MOBPEAUTh WU JaK€ YHUUTOXKHUTH ONEPALMOHHYIO CUCTEMY CO BCEMHU
¢aitiamu B 1iesioM. B O0NbIIMHCTBE ciiyyaeB paclpoOCTPaHSIOTCS BUPYChI YEPE3 UHTEPHET.

MCTO}II)I 3allIUThI OT BPCAOHOCHBIX ITPOrpaMM:

1. I/ICHOHBS}’ﬁ COBPCMCHHBIC OIICPAIIMOHHBIC CUCTEMBI, UMCIOIITUC CCpB€3HBIﬁ YPOBCHb
3alIUTBI OT BPCAOHOCHBIX IMTPOrpaMM;

2. IlocTostHHO ycTaHaBIMBal MayTH (U(POBbIE 3aMJIATKU, KOTOPbIE aBTOMaTHYECKU
YCTaHABJIMBAIOTCA C LIETBIO JOPAOOTKU IPOTrPaMMBbI) U APYyTrue OOHOBICHUS CBOEH
orepannoHHoM cucteMbl. CkaunMBail MX TOJIBKO ¢ 0pUIIMATIBLHOTO caiiTa pa3padoTunka OC.
Ecnu cymecTByeT pexum aBTOMaTHIECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. PaboTaii Ha cBoeM KOMIBIOTEpE MO/ IpaBaMu MOJIb30BaTENs, a HE aIMUHUCTPATOPA. ITO
HE TIO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MTPOTPAaMM WHCTAILTUPOBATHCS HA TBOEM
MEPCOHATBHOM KOMIIBIOTEPE;

4. Vicnonb3yil aHTUBUPYCHBIE MPOTPAMMHBIE TPOIYKTHI U3BECTHBIX MPOU3BOIUTENEH, C
aBTOMATHUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannyb (PU3NYECKUI JOCTYI K KOMIIBIOTEPY /JI1 MIOCTOPOHHUX JIHUII;

6. Ucrionp3yii BHEIITHUE HOCUTENN HHPOPMAIINH, TAaKUE KakK (Ienika, JUCK Wi Gaii u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTKpbIBail KOMIIbIOTEPHBIE (ailiIbl, TOJYYEHHBIE U3 HEHA/IC)KHBIX UCTOYHUKOB. [laxe
Te (paityibl, KOTOPBIE MpHUCIAT TBOM 3HAKOMBIN. JIydille yTOUHH Y HEro, OTIIPABIISI JIU OH TeOe
UX.



Cern WI-FI

Wi-Fi - 310 He BUJ nepeayn TaHHBIX, He TEXHOJIOTHS, a BCETO JIMIIL OpeH 1, Mapka. Eiie B
1991 rony Hunepnanackas kommnanus 3apeructpuponaina opens "WECA", uro o0o3Hauano

cnoBocouetanue "Wireless Fidelity", koTopsliii nepeBoauTtcs kak "0ecnpoBoAgHasi TOUHOCTD .

Jlo Ha1iero BpeMeHH Jo1Ia Jpyras ab0peBuarypa, KOTopast sBJISETCS TaKOH ke
TexHojoruer. 3to abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO C HAMEKOM Ha
CTaHAApT BbIcIIEH 3ByKOBO# TexHukHu Hi-Fi, uto B nepeBoae o3HavaeT "BhICOKas TOYHOCTD'".

Jla, 6ecruiaTHBIM MHTEPHET-IOCTYI B Kade, OTENSX U adpONopTax SABJISIETCS OTIMYHOM
BO3MO>KHOCTBIO BBIX0J1a B MHTEPHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, YTO OOIIEOCTYITHbIC
Wi-Fi cetn He SBIISIOTCS 0€30IIaCHBIMU.

CoBeThbl 10 0€30MacHOCTH pabOThI B 00IIE0CTYMHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro inunyto nuHpopmaiuio yepes oduieaocrymnusie Wi-Fi cetu. PaboTtas
B HUX, )KEJIATEIbHO HE BBOJUTH IMAPOJIH JIOCTYIIA, JIOTHHBI H KaKUEe-TO HOMEpa,;

2. Vcnionb3yit 1 OOHOBIISIIE aHTUBUPYCHBIE IPOrpaMMbl U OpanaMayep. TeM caMbIM Thl
o0e3onacuillb cedst OT 3aKayKu BUPYyCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonw3oBanuu Wi-Fi otkmoun pyskiuio "OOmuii 1octyn K daitiam u
npunTepaM”. JlaHHas QYHKIHS 3aKpbhITa TI0 YMOTYAHUIO, OJTHAKO HEKOTOPHIE MOTh30BATEIN
aKTUBUPYIOT ee /ISl y100CTBa UCTIONh30BaHUS B paboTe WK yueoe;

4. He ucnionp3yit myonuunbii WI-FI miist mepenaun mTUYHBIX TaHHBIX, HATPUMED JJISI BBIXO/a
B COLIMAJIBHBIC CETH UJIU B DJICKTPOHHYIO MOYTY;

5. Ucnonb3yii Tonbko 3amnuinennoe coenunenne uepe3 HTTPS, a e HTTP, 1.e. mpu Habope
BeO-aapeca BBOaU MMEeHHO "https://";

6. B moOubHOM Tenedone otkimtoun pyukiuio "[logkmouenne k Wi-Fi aBromatruecku'.
He nomyckaii aBTOMaTH4eCKOro MOAKIIOYeHUs yeTpoiicTBa k ceTsiMm Wi-Fi 6e3 TBoero
corjacwusi.

ConuaabHble ceTH

ConmanpHble CETH aKTUBHO BXOJIST B HAIly KM3Hb, MHOTHE JIFOAU Pa0OTAIOT U )KUBYT TaM
nmocTosiHHO, a B Facebook yxe 3aperncrpupoBan MAIITHAPT YEITOBEK, UTO SBIISICTCS OTHOM
CeIbMOM BCEX KUTEJEH IIaHeThl. MHOTHE T0JIb30BaTEIN HE MTOHUMAIOT, 9YTO HH(pOpMaIus,
pa3MeleHHass MMU B COITMANIBHBIX CETIX, MOXKET OBITh HalICHA U UCIIOJIh30BaHa KEM
YIOJIHO, B TOM YHCJI€ HE 00s13aTEIBHO C OJJaruMHU HAMEPECHUSIMHU.

OcCHOBHBIE COBETHI 110 0€30ITACHOCTHA B COLUAIBHBIX CETIX:



1. Orpannub cucoOK Apy3eil. Y TeOs B Ipy3bsiX HE JOJDKHO OBITh CIy4alHBIX U HE3HAKOMBIX
JIIOACH;

2. 3amuiaid cBO YacTHYIO kM3Hb. He yka3biBaii mapoiu, TeneoHsl, aapeca, 1aTy TBOETO
POKIEHUS U APYTYIO JTUYHYI0 HHPOPMALHIO. 3TOYMBIIUIEHHUKH MOTYT UCIOJIb30BaTh J1a:Ke
MH(OPMAIUIO O TOM, KaK Thl U TBOM POAMTEIH IIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amumiai CBOIO pemyTaluio - AEPKHU €€ B YUCTOTE U 3ajjaBail cebe BOMpOC: XOTel ObI ThI,
YTOOBI APYTrHUe MOJIH30BATENIN BUEIH, UTO ThI 3arpy»kaeiib? [logymaii, mpexae 4eM 4To-To
onyOJUKOBaTh, HAIIUCATh U 3arPY3UTh;

4. Ecm ThI roBopuuib € JIFOAbMH, KOTOPBIX HC 3HACIIIb, HC HCHOJ’IBBYIZ CBOC pCaJIbHOC UM U
APYTYIO JINYHYTIO I/IH(i)OpMaI_II/II/IZ UM, MCCTO KUTCIIBCTBA, MCCTO y‘le6BI " IIpoyvcee;

5. N36erait pazmemenus pororpaduii B UntepHere, rie Thl H1300pakeH Ha MECTHOCTH, TI0
KOTOPOW MOYKHO ONPENEIUTh TBOE MECTONOJIOKEHHUE;

6. [Ipu peructpamnuu B colMagbHON CETH HEOOXOIMMO MCTIOJIB30BaTh CIIOXKHBIC APOJIH,
cocTosIue U3 OyKB U MUGP U C KOJUISCTBOM 3HAKOB HE MEHEE §;

7. Ans conmanbHOM CeTH, MOYTHI U IPYTUX CATOB HEOOXOIUMO UCIIOIb30BaTh Pa3HbIC
napoiu. Torna ecinu Te0st B3JIOMAIOT, TO 37I0YMBIIIJIEHHUKH MOTY4YaT AOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3zy.

JJIeKTPOHHBbIE IEHbI'U

DNEeKTPOHHBIE JIEHBI'H - 3TO 0YeHb YAO0OHBINH CTIOCO0 IIaTeXek, 0JHAKO CYIIECTBYIOT
MOILICHHUKH, KOTOPBIE XOTST MOJYUYHUTh 3TH JCHBIH.

3J’I€KTpOHHBIe ACHBI'M ITOABUJIMCH COBCEM HE€EAABHO M UMCHHO HN3-3a 3TOI'O BO MHOTI'X
rocyaapCTrBax a0 CUx IIOpP HC IIPOIMHCAHO IIPO HUX B 3dKOHAX.

B Poccun e o QyHKITMOHUPYIOT U O HUX YK€ MIPOIKCAHO B 3aKOHE, TJI€ UX Pa3esaioT Ha
HECKOJIBKO BHJIOB - aHOHUMHbBIE U HE aHOHUMHBIE. Pa3Hu11a B TOM, YTO aHOHUMHBIE - 3TO T€,
B KOTOPBIX pa3peniaeTcsi IPOBOAUTH onepanuu 0e3 uaeHTU(GUKAINH MOJIb30BaTeNs, a B
HEAaHOHUMHBIX UACHTU(DUKAIIHS TIOTB30BATEIS SBISICTCS] 00s3aTEIIbHOM.

Taxxe criemyeT pa3nuyaTh JIEKTPOHHBIE (PUATHBIC IEHBIH (PABHBI TOCYAaPCTBEHHBIM
BaJIIOTaM) U DJICKTPOHHBIC HE(UATHBIC IEHBI'H (HE PAaBHBI TOCYIapPCTBEHHBIM BaJTIOTaM).

OcHOBHBIEC COBETHI IO 0€30MaCHOI pab0Te ¢ PICKTPOHHBIMU JACHBIAMH:
1. TlpuBsixku K cueTy MOOMIIBHBIN TeneoH. ITO caMmblil yAOOHBINA U OBICTPBIN CIIOCOO

BOCCTAHOBUTH AOCTYII K cueTy. [IpuBsizaHHbIN TerepoH NOMOKET, eciii 3a0y/elib CBOM
IJIATEKHBIN ApOJIb WM 3alUJCIIb HA CAUT C HE3HAKOMOTI'O YCTPOMCTBA;



2. Vcnonb3yit onHopaszoBsie napoiu. [locie nepexoaa Ha yCHICHHYIO aBTOPU3AIUIO TeOe
yKe He OyJIeT yrpoxkKaThb OMACHOCTh KPaXk WM MepexBaTa IIaTeKHOTo MapoJis;

3. Boibepu cnoxxublil napoisb. [IpectynHukam OyaeT He MPOCTO yrajgaTh CIOXHBIN Mapoib.
Hanexxuble mapoay - 5T0 apoiau, KOTOPbIE COACPKAT HE MEHEE 8 3HAKOB U BKIIIOYAIOT B
ce0s CTpPOYHbIE U IPOMUCHBIE OYKBBI, HU(PBI 1 HECKOJIIBKO CUMBOJIOB, TAKUE KaK 3HAK
nosiapa, pyHTa, BOCKIUIATENbHBIN 3HaK u T.11. Hampumep, $tROng!;;

4. He BBOM CBOM JTMYHBIE TAHHBIE HA CAaTaX, KOTOPHIM HE JOBEPSCIb.

JJIeKTPOHHAS MOYTA

DNEeKTPOHHASI IOYTA - TO TEXHOJIOTUS U IIPEIOCTABIISIEMBIE €H0 YCIYTH IO IIEPECHUIKE U
MOJIYYEHUIO 3JIEKTPOHHBIX COOOIICHUH, KOTOPBIE paCIPeesAtOTCS B KOMIIBIOTEPHOM CETH.
OOBIYHO JIEKTPOHHBINA MOYTOBBIH SIIMK BBITJISIUT CIEIYIOIIMM 00pa3oM:
UMS_TIOJIb30BaTeNsI(@UMs_jioMeHa. Takke KpoMme nepeadn MpocToro TeKCTa, MMeeTcs
BO3MOKHOCTD TepeaaBaTh Ganibl.

OcHOBHBIE COBETHI MO OE30MaCHOM paboTe € INEKTPOHHOM MOUYTOM:

1. Hamo BeIOpaTh paBUIIbHBIN MTOYTOBBIN cepBUC. B HHTEpHETE €CTh OTPOMHBIN BHIOOD
OecCIUIaTHBIX MMOYTOBBIX CEPBHUCOB, OJIHAKO JIYYIIEe JJOBEPATh TEM, KOTO 3HACIIb U KTO MEePBbIN
B PEUTHHTIE;

2. He yka3biBaii B THYHOM MOYTe TUYHYIO HH(popMaluio. Hanpumep, myudriie BEIOpaTh
"My3bIKaTbHBIN (aHaT@" wim "pok2013" BmecTo "Temal3";

3. Mcnonp3yil AByX3TaHY0 aBTOPU3ALMIO. DTO KOIJ1a IOMUMO MapOoJisi HY>KHO BBOAUTH KO/,
npuckUiaeMblii mo SMS;

4. Be1Oepu CIIOXKHBIN apodib. [[1s KakI0ro MOYTOBOTO SAIMIUKA JOJDKEH ObITh CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY IapOJib;

5. Ecnu ecTh BO3MOXHOCThH HallMCaTh CAMOMY CBOW JIMYHBIA BOIPOC, UCIIOJIB3YH 3Ty
BO3MOKHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIIMKOB. [IepBbIi 1151 YaCTHOM MEPENUCKU C
aJpecaTaMu, KOTOPBIM Thl JJOBEPSEIb. DTO 3JIEKTPOHHBIN aJpec HE HAJ0 UCIOJIb30BaTh MPU
peructpaiuu Ha popymax u caiuTax;

7. He oTkpbIBail (paiiibpl v Ipyrue BIOKEHUS B MUCbMAaX, J1a’Ke €CJIM OHU MPUIUIN OT TBOUX
npy3ei. Jlydie yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (aiiibl;

8. Ilocie okoH4YaHuUst pabOTHI HAa MOYTOBOM CEPBUCE MEPE]l 3aKPHITUEM BKIIAJIKU C CAUTOM HE
3a0ynb HaXxaTh Ha "BeidTu".



KubepOy1iiMHI WM BUPTYaJIbHOE M31¢BATEILCTBO

KubepOymuHr - npecieoBaHie COOOIIEHUSIMU, COAEPKAIUMU OCKOPOJIEHUS, arpecCHIo,
3allyTMBaHUE; XYJIUTaHCTBO; COI[HAIIBHOE OOMKOTHPOBAHKE C MTOMOIIBIO PA3TUIHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOpbOE ¢ KNOEPOYIITUHIOM:

1. He Opocaiics B 60ii. JIyumuii cmoco6: mocOBETOBATHCS KaK ce0s BECTH U, €CJIM HET TOro, K
KOMY MOYKHO OOpaTHThCSI, TO BHaYae YCIIOKOUThLCS. ECiM Thl HAYHENTh OTBEYATh
OCKOPOJICHUSIMHU Ha OCKOPOJICHHUS, TO TOJIBKO €I1e OOJBIIe Pa30kIKEIb KOHDIUKT;

2. YnpaBnsii cBoell kubeppenyTranuei;

3. AHOHUMHOCTH B CETH MHHMas. CYH_IGCTBYIOT CITOCOOBI BBISICHHUTB, KTO CTOHUT 34
AHOHUMHBIM aKKayYHTOM;,

4. He cTouT BeCcTH XyJIUraHCKUi o0pa3 BUPTyaIbHON ®U3HU. UHTEpHET PUKCUPYET BCE TBOU
JEUCTBUS U COXpaHSET UX. Y JAIUTh UX OyJleT KpailHe 3aTpyIHUTEIIBHO;

5. Cobnronail CBOIO BUPTYAIbHYIO YECTh CMOJIOJY;

6. Urnopupyii equHu4HbINA HeraTuB. OHOpPa30Bble OCKOPOUTENbHBIE COOOIIECHUS JTyUllIe
UTHOpUpOBaTh. OOBIUHO arpeccus MpeKpallaeTcs Ha HadyaabHOW CTauu;

7. ban arpeccopa. B nporpammax oOMeHa MIrHOBEHHBIMHU COOOIIICHUSIMH, B COIUATIBHBIX
CETSIX €CTh BO3MOYKHOCTh OJIOKHUPOBKU OTIPABKU COOOIIECHUH C ONPEACIICHHBIX aJIPECOB;

8. Eciut TeI cBUeTENns KUOEpOysuMHra. TBOM ACHCTBUS: BHICTYIIUTh MPOTHB
Ipecie10BaTells, IOKa3aTh €My, UTO €ro JeUCTBUS OIIEHUBAIOTCS HETATUBHO, NOJIEPKATh
KEPTBY, KOTOPOI HY>KHA MCUXOJIOTUYECKAsi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe
arpeCcCUBHOTO MOBEJCHHUS B CETH.

Mobouabnblii Tesaedon

CoBpemenHbIe cMapT(OHBI U TUIAHIIETHI COAEPKAT B ceOe BITOJIHE B3POCIBIN (DYHKITMOHAT, U
TENeph OHU MOTYT KOHKYPHUPOBATh CO CTAI[MOHAPHBIMHU KOMIIbIoTepaMu. OHAKO, CPEJICTB
3aIUTHI 7151 TOJTOOHBIX YCTPOMCTB TIOKA OYEHBb Majio. TECTUPOBAHHE U TMTOUCK YSI3BUMOCTEH
B HUX MPOUCXOJUT HE TaK MHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcst 1 MOOMIIBHBIX
MPUJIOKEHU M.

CoBpeMeHHBbIE MOOUIIbHBIE Opay3ephl YK€ MPAKTHUYECKHU JOTHAIN HACTOJbHBIC aHAJIOTH,
OJTHAKO paciIupeHre PyHKIIMOHAIa BIeYET 3a COO0M OOJBIIYIO CIIOKHOCTh U MEHBIITYIO
3aIUIIEHHOCTb.



Jlaneko He Bce MPOU3BOAUTENH BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIOIINE KPUTHUECKHE
YSA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI 151 0€30MMaCHOCTH MOOUIILHOTO TeleoHa:

Huuero He siBnsieTcst mo-HacTosiemMy OecriatHbiM. byib ocToposkeH, Beab Korjaa Tede
npejiararoT OecrIaTHhIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IUIaTHBIC YCIYTH;

Jymaii, npexxze yeM otnpaButb SMS, ¢poto wiu Buaeo. Tl TOUHO 3HAEUIb, TJI€ OHU OyAYT B
KOHEYHOM UTOTre?

Heo0xon1mMo 0OHOBIISATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oHa;
Ncnonw3yii aHTUBUPYCHBIE MPOTPAMMBI J1JIsI MOOWIIBHBIX TEIE(OHOB;

He 3arpy>1<a1>’1 MPUIOKCHUA OT HCU3BCCTHOI'O UICTOYHHKA, BEAb OHU MOT'YT COACPKATH
BPCOAOHOCHOC IIPOTPAaMMHOC 06GCH€‘I€HI/I€;

[Tocite TOro Kak Thl BBIMJICIIB C caiiTa, TJIe BBOAWI JUIHYIO HHPOPMAIIHIO, 3aiI1 B
HACTpOWKHU Opay3epa u yaaium cookies;

HepI/IO,ZII/I‘IGCKI/I HpOBCpSIﬁ, KaKHC INIATHBIC YCIYI'H aKTUBUPOBAHBI HA TBOEM HOMCPC,

I[aBaﬁ CBOU HOMCD MOOMIJIBHOTO TGJI@(i)OHa TOJIBKO JIIOAAM, KOTOPBIX Thl 3HACIIb U KOMY
AOBCPACHIb,

Bluetooth nomken ObITH BBEIKIIFOUYEH, KOT/Ia Thl UM HE MOJib3yemnibes. He 3a0p1Bait mHOT 1A
IPOBEPSATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPaCOYHBIE, 3aXBATHIBAIOIIME PA3BICUCHHUS,
O0OBEIUHSIONINE COTHH THICSY YEJIOBEK M0 BceMy Mupy. Urpoku ucciaeayroT TaHHbINH UM
MUDp, OOIIAIOTCS APYT C IPYTOM, BBITIOJHSIOT 33JJaHUs, CPAKAIOTCSI C MOHCTPaMH U
MOJIYYArOT OTBIT. 32 YIOBOJILCTBUE OHM IUIATAT: MOKYMAIOT JUCK, OTIJIAYMBAIOT A0OHEMEHT
WM IPUOOPETAIOT KaKnue-TO OMIIUU.

Bce ot cpenctBa uayT Ha MOAEpKAHUE U Pa3BUTHE UTPHI, a TAK)KE HA caMmy 0€30TacHOCTbD:
COBEPIIIEHCTBYIOTCS CHCTEMBI aBTOPU3AINH, BHIITYCKAIOTCS HOBBIC MAaTYH (IIH(PPOBHIS

3aIUIaTKHU JUIsl TPOTrpaMM ), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX Urpax CTOUT OIIaCcaTbCA HE CTOJIBKO CBOMUX COIICPHHUKOB, CKOJIBKO KPaXXH TBOCT'O
mapoJjsa, Ha KOTOpOM OCHOBaHAa CHUCTCMA aBTOPpU3allMH OOJBIIMHCTBA Hrp.

OCHOBHBIE COBETHI IT0 0€30IIaCHOCTH TBOETO HUI'POBOI'O0 aKKAYHTaA:



1. Ecau npyroit urpok BeJeT cedsl MII0X0 UM CO3/4aeT Te0e HENPUITHOCTH, 3a0J0KUPYH €ro
B CITUCKE UTPOKOB,

2. Tloxanyiicss aIMUHUCTpATOPaM UTPhI Ha MJI0X0E€ MOBEJACHHUE 3TOTO UTPOKA, KEIATEIbHO
MPWIOKUTH KAKHE-TO J0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

3. He yxa3bIBaii TuuHY0 HHPOpMaLMIO B Tpodaiiiie urpsl;

4. YBaxall Ipyrux y4aCTHHKOB I10 UTPE;

5. He ycranaBnuBaii HeouIMaaIbHbIe TATYH U MOJIBI;

6. Mcionp3yii CII0KHBIE U pa3HbIE TAPOJIU;

7. Jaxxe BO BpeMs UTPHI HE CTOUT OTKIIFOUaTh aHTUBHpPYC. [loKa ThI Urpaemib, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

@OUIIMHT WIH KPaKa JAIHBIX TaHHBIX

OOBIYHOM Kpakel JICHET U IOKyMEHTOB CETOIHSI YK€ HUKOTO HE YINBHIIb, HO C Pa3BUTHEM
UHTEPHET-TEXHOJOTUN 3I0yMBIIUICHHUKU MTEPEMECTIIINCH B HHTEPHET, U IIPOJOJIKAIOT
3aHUMAaThCA "MTIOOMMBIM" JIEJTOM.

Tak mosiBuIack HOBasi yrpo3a: MHTEPHET-MOLIEHHUYECTBA WK (DUILIUHT, TJIaBHAS 11€J1b
KOTOPOTO COCTOUT B MOJIYYEHHH KOHPUICHIIMATBHBIX JAHHBIX MOJb30BaTeNel - JTOTHHOB U
napoJsieir. Ha aarmuiickom si3pike phishing yutaercs kak ¢umunr (ot fishing - peiOHas
JIOBJISA, password - mapoJs).

OcHOBHBIE COBETHI 110 OOpHOE ¢ (PUITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu Thl o103peBaetiib, YTO TBOSI aHKETa ObLiIa B3JIOMaHa,
TO HEOOXOAMMO 3a0JIOKUPOBATH €€ U COOOIINUTH aIMUHUCTPATOPaM pecypca 00 ITOM Kak

MOJKXHO CKOPCECC;

2. Ucnonp3yi 6e30macHbie BeO-CaiThl, B TOM YHCIIC, HHTEPHET-Mara3uHOB U MOMCKOBBIX
CHUCTEM;

3. Ucnonp3yii criokHbIe U pa3Hble mapoin. TakuM o0pa3om, eciid TeOs B3IIOMAIOT, TO
3JI0YMBIIICHHUKH MOJIy4YaT TOCTYH TOJIBKO K OJHOMY TBOEMY MPO(DUIIIO B CETH, & HE KO
BCEM;

4. Ecnu 104 B37I0MaJIU, TO HEOOXOIUMO MPEYyIPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE
n00aBIeHbI y TE€OS B IPY3bAX, O TOM, UTO T€Os B3IOMaIN U, BO3BMOXHO, OT TBOETO UMEHHU

OyZeT pacchuIaThCs CIlaM M CCHUIKM Ha (DUIITMHTOBBIE CAMTHI,

5. YcranoBu HaaexHsbli mapoib (PIN) Ha MOOMIBHBIN TenedoH;



6. OTKJII0YM COXpaHEHHE NapoJis B Opaysepe;

7. He oTkpbiBail ¢aiisibl U Apyrue BIOKEHUS B MUChMaXx, JaKe €CJIM OHU MPUIILIA OT TBOUX
npy3eit. JIyuiie yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (hailiibl.

Mudposas penyranus

[Hudposas penyranus - 3T0 HETaTUBHAS WJIM TO3UTUBHAs MHPOpMaLUs B CeTH O Tebe.
KomnpomeTtupyromas nundopmanusi, pa3MmelieHHas B UHTEPHETE, MOKET CEPbEe3HBIM
0o0pa3oM OTpa3uThCs Ha TBOEH peanbHOU *u3HU. "Ludposas penyrauusa" - 3T0 TBOH UMUK,
KOTOpBIN popMupyetcst u3 uHpopMalu o Tede B UHTEPHETE.

TBo€ MecTO KUTCJIBCTBA, yqe6bl, TBOC (I)I/IHaHCOBOC ITOJIO?KCHHUC, 0COOEHHOCTH XapakTepa u
pacCKasbl O OJIM3KHUX - BCE OTO HAKAIUIMBAETCS B CETH.

MHoTHEe MOAPOCTKU JETKOMBICJICHHO OTHOCSTCS K ITyOJMKAIIMH JIMYHOW HH(POPMAIIUU B
WNuTepHeTe, He MOHUMAas BOBMOYKHBIX ITOCIICACTBHM. ThI Take HE CMOXKEIIb JJOTAaThCS O
TOM, 4TO (poTorpadus, pa3MeIIeHHAs 5 JIET Ha3a/1, cTajga MPUINHONW 0TKa3a MPUHATH TeOs Ha
paoory.

KommenTapuu, pasmenienue TBoux pororpaduii u 1pyrue qeiHCTBHSI MOTYT HE HCUE3HYTh
Jake ToCIie TOT0, KaK Thl UX YAAIUIIb. ThI He 3HACIIh, KTO COXPaHUJ 3Ty HH(pOpMAIIHFO,
Torasa JIM OHa B TIOMCKOBBIE CHCTEMbI M COXPAHMJIACH JIW OHA, a TJIAaBHOE: YTO TIOTyMAIOT O
TeOe OKpyKaroIIxe JIOAH, KOTOPhIe HAWIYT U YBUIAT 3T0. HaliTh HHGOpMAIUIO MHOTO JIET
CITyCTSI CMOXET JTF000H - KaK U3 JOOPHIX MOOYXACHUN, TaK M C HAMEPEHUEM MPUINHUTH
BpeIl. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI MO 3amUTe UGPOBOM peryTaIiu:

1. TToxymaii, mpexae 4em 4To-To MyOJMKOBATh M IepeiaBaTh y ceOsl B OJ10re Wiu B
COIIMAJIbHOM CETH;

2. B HacTpoiikax npoduisi yCTAaHOBH OTpaHUYEHHUS Ha POCMOTP TBOETO MPODUIIS U €T
COJIEP’KUMOT0, C/IENAl ero ToJbKO "1j1s apy3eit”;

3. He pa3Memaii u He yka3biBaii ”HGOPMAITHIO, KOTOPasi MOXKET KOTO-THO0 OCKOPOJISITH WIIH
OOMXKaTh.

ABTOpCKOE NPaBo

CoBpeMeHHbBIE MIKOJIBHUKH - AKTUBHBIE MOJIb30BaTENN IIU(POBOro npoctpancTa. OaHAKO

JaJIeKo HE BCE 3HAIOT, YTO IMOJIb30BAHUE MHOTHMH BO3MOKHOCTIMHU IU(GPOBOTO MUpA
TpeOyeT coOI0ICHUS MPaB Ha MHTEUICKTYyaIbHYI0 COOCTBEHHOCTD.



TepMuH "uHTEIIEKTYyaabHasi COOCTBEHHOCTh'" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM
YeJIOBEYECKOI0 yMa, HAUMHas C HOBBIX U300pPETEHHI U 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTb Ha MPOJYKTHI U YCIIYT'H, M 3aKaHYMBasi KHUTaMHu, (pororpadusimu,
KMHO(DUIIbMaMH U MY3bIKaJIbHBIMU TTPOU3BEACHUSMHU.

ABTOpCKUE TTpaBa - 3TO MpaBa Ha MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JINTEPATypbl U HCKYCCTBA. ABTOPCKHE ITPaBa BBICTYIIAIOT B KAYECTBE FapaHTUU TOTO,
YTO MHTEJUIEKTYaJIbHBII/TBOPUECKU TPyl aBTOpa HE Oy/ET HAallPaCHbIM, 1aCT My
CIPaBEUIMBbIE BO3MOKHOCTH 3apa0d0TaTh Ha pe3ysIbTaTaXx CBOEro TPyAa, MOJyUYUTh
M3BECTHOCTb U Mpu3HaHue. HukTo 6e3 paspenieHus aBTopa He MOKET BOCIIPOU3BOAUTH €r0
POU3BEICHHE, PACIIPOCTPAHATh, MyOJIUYHO JEMOHCTPUPOBATh, MPOAABaTh, UMIIOPTUPOBATH,
NyCKaTh B MPOKAT, MyOJIUYHO UCTIOIHATh, TOKA3bIBATh/UCIIOJIHATH B 3(pUpe WU pa3MeliaTh B
WNHurepnere.

Hcnons3oBanue "mupaTcKkoro" mporpaMMHOTO 00€CreueHrs MOXKET MPUBECTH K MHOTUM
pUCKaM: OT IOTEPH JTAaHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOET'O YCTPOMCTBA, Ie
yCTaHOBJICHA HeJlerajabHas nporpamMma. He cTouT Takke 3a0bIBaTh, UTO CYIIECTBYIOT
JeranbHbIe U O€CTUIATHBIC MPOTPAMMBI, KOTOPHIE MOKHO HANTH B CETH.

O nopraJe

CeteBu4oK.pd - TBOM TJIABHBIN COBETYUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O 0€30MaCHOCTH
B CETHU MOHATHBIM U JIOCTYIHBIM SI3BIKOM, a TIPH BO3HUKHOBEHHH KPUTUUYECKON CUTYyaITuU
00paTUTHCS 32 COBETOM. A TaKXKe MPUHATH Y4acTHE B KOHKYPCaxX M CTaTh CaMbIM IIHU(POBBIM
rpak JaHUHOM !



